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Server-Side Scripting and Security is a three-day course that teaches students how to work with different server-side scripting products and database systems. Students will learn about Microsoft Active Server Pages, Netscape LiveWire, and Cold Fusion by Allaire. Students will compare these products with CGI scripting and Java servlets. Security issues using server-side scripting will also be studied, and students will learn how to add security elements to their scripts.

Topics

Server Script Fundamentals

Client/Server

Performance and Advanced Capabilities

Creating Data-enabled Dynamic Pages

Network Interactions

Protocols, Network Services and Ports

HTTP

Dynamic Pages to Server Applications

MIME Types

Plug-ins

Maintaining Client State with Cookies

Object Design Model

Introduction to the Object Design

Server, Request, Response,

Application, Client, and Scope Objects

Language Purpose
Active Server Pages (ASP)

Microsoft Internet Information Server (IIS) and Internet Server Application Programming Interface (ISAPI)

Virtual Directories and ASP Applications

Writing Active Server Pages with VBScript

Scripting Languages and Engines

VBScript vs. JavaScript

Declaring Variables

ASP Objects 

Components

Relational Database Model

Primary Keys and Foreign Keys

Structured Query Language (SQL)

Cursors and Result Sets

Object Model

Active Data Objects (ActiveX Data Access Components)

Registering Data Sources
Cold Fusion

Cold Fusion Pros and Cons

Cold Fusion Variables

Cold Fusion Functions

Application.cfm

Control Structures

Lightweight Directory Access Protocol (LDAP)

X.500 vs. LDAP

Attributes

Elements of Security

Goals of Security

Encryption

Symmetric, Asymmetric, and One-way Algorithms

Protocols

Cryptographic Technologies

Types of Symmetric Cipher 

Asymmetric Ciphers

One-way Hash Functions

Secure Transmissions


Target Audience

Webmasters, software developers, application programmers, client/server developers, and desktop publishers.
Job Responsibilities

Implement and maintain hypertext-based Web sites using authoring and scripting languages; apply human-factors principles to design; create Web content; and use Web management tools and digital media tools.

Prerequisites

Students must have CIW Foundations certification or equivalent experience, and have completed the JavaScript Fundamentals, Visual Java and Fundamentals of CGI Using PERL courses or have a working knowledge of client-side scripting, JavaScript or VBScript.
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