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Advanced Internet System Management is a three-day course that extends students’ knowledge of TCP/IP networks, security, and the auditing activities related to Web servers and firewalls. This course is designed for personnel who are responsible for implementing company intranets or ISPs who provide Internet Web services.

Topics

Web Server Fundamentals 

Web Server Operation

Security and Access Overview

HTTP

Comparison of Common Web Server

Web Security 

Web Server Access

Security Risks

Attack Targets

Secure Sockets Layer (SSL)

S-HTTP

Private Communications Technology (PCT)

Generic Security Service Application Program Interface (GSSAPI)
Internet Security and Firewalls

Network Threats

NT Security Issues

UNIX Security Issues

Firewalls
Advanced Web Topics

Proxy Web Servers

Virtual Servers

Web Robots

Web State Management

Electronic Commerce

Electronic Cash Transactions

Electronic Check Transactions

Electronic Credit Transactions

Electronic Funds

Secure Transactions Standard

Merchant Server Software Systems

Payment Gateways

Web Site Statistics

Basics of Tracking Web Traffic

Hits, Views and Visits

Server Access Logs
Analyzing Server Log Data

Tracking the Visit

Measuring Site Effectiveness

Tailoring Your Site

Information for Advertisers/Marketers

Web Advertising and Analysis Tools

Commercial Log File Analysis Software

Traffic Tracking Software

Web Ad Mechanics

Ad Tracking Services

Banner Advertisements

Documenting Traffic for Advertisers and Ad Agencies

Target Audience

LAN/WAN administrators, systems administrators, systems managers, intranet administrators, network engineers, and internetworking engineers.
Job Responsibilities 

Manage and tune corporate Internet and intranet infrastructure; monitor Web server systems, FTP, news and mail servers; configure and deploy e-business solutions servers.

Prerequisites

Students must have CIW Foundations certification or equivalent experience, and have completed the Internet System Management course or have equivalent experience with TCP/IP networking and Windows NT operation.
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