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Security Auditing, Attacks, and Threat Analysis is a two-day course that teaches the latest methods available to test security implementations for weaknesses using both hacker techniques and automated tools. Students will learn how to analyze security to determine threats and reconstruct attacks. Proper security auditing methods will also be covered at length.

Topics

Security Auditing Fundamentals

The Need for Security

Security Auditing

Auditing Process

Status Quo Analysis

Threat and Risk Analysis

Requirements Analysis

Implementation Analysis

Analysis Results

The Hacker Process

Discovery

Penetration

Control

Types of Attacks

Front Door and Brute Force Attacks

Bugs and Back Doors

Social Engineering and Non-Direct Attacks
Automated Analysis

Automated Testing

Specific Tools

Log Analysis

Audit Results

Areas of Vulnerability

Recommendations

Reports

Additional Resources

Sample Security Audit Report

General Security Resources

UNIX Security Resources

NT Security Resources

Target Audience

Network server administrators, firewall administrators, systems administrators, application developers, and IT security officers.
Job Responsibilities 

Implement e-business solutions security policies; identify security threats and develop countermeasures using firewall systems and attack-recognition technologies; and manage the deployment of security solutions.

Prerequisites

Students must have passed the CIW Foundations and CIW Internetworking Professional exams, and have completed the Network Security and Firewalls and Windows NT Network Security or UNIX and TCP/IP Network Security courses or have equivalent skills.
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