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Windows NT Network Security is a two-day course designed for technical professionals who need to secure Windows NT systems configured on a TCP/IP network. The course emphasizes NT account and audit security and presents a step-by-step introduction to security requirements and options for remote access connections. This course covers the four components of firewalls and their applications.

Topics

NT Security Basics

NT Security a Myth?

Security Levels

C2 Certification

NT Security Architecture

NT Objects

Security Components

Security Subsystem

User and Group Security

User Accounts

Minimum Rights

Renaming Accounts

Account Policies

Passwords

File System Security

Direct File Access Control

Copying and Moving Files

Remote File Access Control

Combined Local and Remote Permissions

NT System Policies

Establishing Effective Policies

Implementing Strong Passwords


System Defaults, Bugs, and Auditing

Securing System Defaults

Default Directories

Default Accounts

Default Shares

Securing Bugs

Enabling Auditing

Securing the Registry

Registry Security

Registry Structure

Auditing the Registry

Additional Security Measures

Specific Additional Measures

Disabling and Removing Unnecessary Services

Securing Network Connectivity

Miscellaneous Configuration Changes

Security Configuration Manager

Solutions Presented in Security Configuration Manager

Installing the Security Configuration Manager

Configuring Security Settings

Checking Current Settings

Implementing Security

Administrative Options



Target Audience

Network server administrators, firewall administrators, systems administrators, application developers, and IT security officers.
Job Responsibilities 

Implement e-business solutions security policies; identify security threats and develop countermeasures using firewall systems and attack recognition technologies; and manage the deployment of security solutions.

Prerequisites

Students must have passed the CIW Foundations and CIW Internetworking Professional exams and completed the Network Security and Firewalls course.
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