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Network Security and Firewalls is a two-day course designed to introduce Internet engineers and systems administrators to authentication and encryption techniques, security policy fundamentals, and security resources. Students will learn the fundamental protocols that enable networks to communicate Application Control Lists and Execution Control Lists to router and operating systems security.

Topics

What is Security?

Hacker Statistics

Risk Analysis

Security Myths

Effective Security System Attributes

Security Standards

Elements of Security

Security Policy

Authentication

Access Control

Encryption

Symmetric Key Encryption

Symmetric Algorithms

Asymmetric Encryption

Applied Asymmetric Processes

One-way Encryption (Hash Encryption)

Auditing

Administration

General Security Principles

Be Paranoid

Having a Security Policy

Minimizing the Damage

Company-wide Enforcement

Training

Integrating Security Strategies

Physical Security


Transmission Control Protocol/Internet Protocol (TCP/IP) Basics

Transmission Control Protocol (TCP)

User Datagram Protocol (UDP)

Ports

TCP/IP Packet Construction

The Security Implementation Model

Classifying Resources and Needs

Defining a Security Policy

Equipment Needs

Securing Resources and Services

Web Servers

File Transfer Protocol (FTP) Servers

E-mail

Testing and Evaluating

Returning and Repeating

Operating System Security

Areas of Vulnerability

Router Security

Issues

Simple Network Management Protocol

Telnet


Firewalls

What Is a Firewall?

What Can Firewalls Do?

Firewall Functions

Packet Filters

Proxy Servers

Intrusion Detection

Enhanced Authentication

Logging and Reporting

Evasive Actions

Firewall Evaluation

Security Testing

Specific Tools

Filling the Gaps

Detecting and Distracting Hackers

Proactive Detection

Distracting the Hacker

Punishing the Hacker

Incident Response

Planning

Documenting

Assessing the Situation

Stopping the Activity

Executing a Response Plan

Continuous Improvement

Target Audience

Network server administrators, firewall administrators, systems administrators, application developers, and IT security officers.
Job Responsibilities 

Implement e-business solutions security policies; identify security threats and develop countermeasures using firewall systems and attack-recognition technologies; and manage the deployment of security solutions.

Prerequisites

Students must have passed the CIW Foundations and CIW Internetworking Professional exams and have an understanding of Windows NT or UNIX networking.

[image: image1.wmf]CIW Security Professional Course #1:

Network Security and Firewalls (2NSF)



_975155109.doc
[image: image1.png]



 





CIW Security Professional Course #1:�Network Security and Firewalls (2NSF)












_970668237.doc
[image: image1.png]prosoftiraining.com-







