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Internet System Management is a two-day course for personnel who are responsible for implementing Transmission Control Protocol/Internet Protocol (TCP/IP) network automation tools to simplify daily maintenance operations. Students will learn TCP/IP operation, Domain Name System (DNS) name service, Dynamic Host Configuration Protocol (DHCP) automation, File Transfer Protocol (FTP) service, and security concepts. Students will also perform an in-depth analysis of IP packets transferred on the network.

Topics

TCP/IP Fundamentals 

Internet Architecture

IP Numbering, Netmasks, Gateways and Subnets

Network Ports, Sockets and Packets 

Addressing and Naming

Routing Process

Routing Protocols

Static vs. Dynamic Routing

Dynamic IP Address Assignment

Name Service

Internet Naming Convention

Domain Name System (DNS)

Setting DNS on NT

NetBIOS Naming Convention

Windows Internet Name Service (WINS)

Configuring DNS and WINS

FTP Services 

File Transfer Protocol Service

Anonymous Accounts

Connecting to the Internet

Adapters and Bindings

Ethernet Link Layer

Point-to-Point Protocol (PPP) Link Layer

Interfaces

Virtual Private Network (VPN)
Security Fundamentals 

Types of Attacks

Masquerade

Denial of Service

Insider Attacks

Spoofing

Back Door

Fake E-mail

Trojan Horse

Root Kit

Replay

Message Modification

Firewall Overview

Proxy Server Overview

Security Mechanisms

Security Organizations

TCP/IP Network Security

Denying Incoming Access

Denying Outgoing Access

SMTP and Security

Securing SNMP Environments

Protecting against Spoofing

Company Security Policies



Target Audience

LAN/WAN administrators, systems administrators, systems managers, intranet administrators, network engineers, and internetworking engineers.
Job Responsibilities 

Manage and tune corporate Internet and intranet infrastructure; monitor Web server systems, FTP, news and mail servers; configure and deploy e-business solutions servers.

Prerequisites

Students must have CIW Foundations certification or equivalent experience, and have a working knowledge of Windows NT administration including NT installation and configuration.
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